Abstract-Whereas the design and properties of bent and plateaued functions have been frequently addressed during the past few decades, there are only a few design methods of the so-called five-valued spectra Boolean functions whose Walsh spectra take the values in {0, ±2 λ 1 , ±2 λ 2 }. Moreover, these design methods mainly regard the specification of these functions in their algebraic normal form (ANF) domain. In this paper, we give a precise characterization of this class of functions in their spectral domain using the concept of a dual of plateaued functions. Both necessary and sufficient conditions on the Walsh support of these functions are given, which then connects their design (in the spectral domain) to a family of the so-called totally (non-overlap) disjoint spectra plateaued functions. We identify some suitable families of plateaued functions having this property, thus providing some generic methods in the spectral domain. Furthermore, we also provide an extensive analysis of their constructions in the ANF domain and provide several generic design methods. The importance of this class of functions is manifolded, where apart from being suitable for some cryptographic applications, we emphasize their property of being constituent functions in the so-called four-bent decomposition.
survey on bent functions related to their design and properties can be found in [6] . Another related class of Boolean functions on G F (2) n whose Walsh spectra is three valued, thus W f (ω) ∈ {0, ±2 r } for r > n/2, is called a class of plateaued functions introduced by Zhang and Zheng [25] . The design methods of plateaued functions have been addressed in several works in the past twenty years [5] , [7] , [9] , [14] , [15] , [22] , [23] and their design in spectral domain recently in [11] , [12] .
On the other hand, so called five-valued spectra Boolean functions is an interesting class of Boolean functions in its own. Being characterized by the property that their Walsh spectral values are in the set {0, ±2 λ 1 , ±2 λ 2 } (where n 2 ≤ λ 1 < λ 2 < n) when considering an n-variable input space, these functions may satisfy multiple cryptographic criteria. Indeed, achieving the smallest possible λ i for odd n, namely having λ 1 = n−1 2 and λ 2 = n+1 2 ensures the same nonlinearity as those of semi-bent functions, and additionally their zero spectral values can be potentially suitably allocated so that they posses certain order of resiliency as well. Apart from their cryptographic applications, their design might contribute to a better understanding of other related combinatorial structures. In particular, one of the greatest problem related to some cryptographically significant functions is the existence of APN (almost perfect nonlinear) permutations for even n ≥ 8. It is notable that the only known APN permutation over F 6 2 (up to equivalence), provided by Dillon et al. [10] , has a 5-valued extended Walsh spectra (the spectra of all component functions) with the values {0, ±2 n 2 , ±2 n+2 2 }. Another important motivation regards the so-called 4-bent decomposition [1] . In general, a bent functions on F n 2 is then viewed through its (four) restrictions to the cosets of some (n − 2)-dimensional linear subspace. These restrictions are then either bent, semibent or 5-valued spectra functions. Whereas the first two cases are well understood and addressed in the literature, the design of quadruples of 5-valued spectra functions suitable in the design of bent functions has not been investigated in detail.
To the best of our knowledge, the main existing research related to the design of 5-valued spectra functions can be traced to the early work of Maitra and Sarkar [13] and some recent papers [3] , [15] , [21] . However, all these methods address the design problem only partially, either by providing some simple methods in the ANF domain or by giving some sporadic classes of 5-valued spectra functions through trace representation [21] . These methods are not generic and they do not give any useful insight that would contribute to a general design framework for this class of functions. In this paper, 0018 -9448 © 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
we primarily address the notion of 5-valued spectra functions in the Walsh spectral domain which seems a natural approach to handle the design issue. More precisely, by requesting that the cardinalities of their Walsh supports, w.r.t. to two different amplitudes are powers of two (thus #S 1 ( f ) = #{ω ∈ F n 2 : W f (ω) = ±2 λ 1 } = 2 r 1 and #S 2 ( f ) = #{θ ∈ F n 2 : W f (θ )} = ±2 λ 2 } = 2 r 2 ), we relate their design to the design of plateaued functions. In general, the disjoint Walsh supports S 1 ( f ) and S 2 ( f ) induce the dual Boolean functions and the spectral design then relates to the following problem: Specify two disjoint subsets of F n 2 of cardinality 2 r 1 and 2 r 2 respectively, and define the signs of the spectral values in S 1 ( f ) and S 2 ( f ) so that the resulting function is indeed a Boolean function! We provide both necessary and sufficient conditions regarding this specification which relies on a class of totally disjoint spectra functions. This notion is somewhat similar to a class of so-called non-overlap disjoint spectra functions introduced in [19] but is even more restrictive. We provide one generic solution to this problem by specifying a huge class of totally disjoint spectra functions that allows us to accomplish our goal. This design approach is conducted entirely in the spectral domain and to the best of our knowledge this is a unique and novel design framework offering a broad generality and design flexibility.
In the second part of this paper, we consider the possibility of specifying 5-valued spectra in the ANF domain. For this purpose, and again to provide a great variety of design methods, we employ so-called composite form (CF) representation of Boolean functions introduced recently in [11] . This representation is shown to be useful for deriving sufficient conditions on the initial function used in our construction methods, so that the resulting functions are 5-valued spectra functions. We demonstrate that these conditions can be relatively easily satisfied and provide some generic examples (construction methods for every n). The advantage of this approach is that, in difference to the spectral design, it gives an explicit ANF form of a function without the need of getting it through the inverse Walsh transform. It should be remarked that our design methods can be easily adopted for specifying four suitable 5-valued spectra functions that can be used to build bent functions. Due to a great variety of our design methods it is challenging to assume that the constructed bent functions do not necessarily belong to the known primary classes. The problem of confirming this exclusion is however difficult and needs to be considered separately.
The rest of this paper is organized as follows. In Section II, we give some basic definitions related to Boolean functions and discuss the concept of dual of plateaued Boolean functions. In terms of the 4-bent decomposition we provide both necessary and sufficient conditions on 5-valued spectra restrictions of a bent function in Section III. In Section IV, we introduce the concept of totally disjoint spectra functions whose existence is shown to be both necessary and sufficient for designing 5-valued spectra in the spectral domain. One generic class of such functions is also presented in this section, thus enabling a generic spectral design method. Some design methods in the ANF domain, based on the use of composite representation of Boolean functions are given in Section V. In addition, the possibility of designing resilient 5-valued spectra functions using the GMM method is addressed in Section V-C. Some concluding remarks are given in Section VI.
II. PRELIMINARIES
The vector space F n 2 is the space of all n-tuples x = (x 1 , . . . , x n ), where x i ∈ F 2 . For x = (x 1 , . . . , x n ) and y = (y 1 , . . . , y n ) in F n 2 , the usual scalar (or dot) product over F 2 is defined as x · y = x 1 y 1 ⊕ · · · ⊕ x n y n . The Hamming weight of x = (x 1 , . . . , x n ) ∈ F n 2 is denoted and computed as wt (x) = n i=1 x i . By " " we denote the integer sum (without modulo evaluation), whereas " " denotes the sum evaluated modulo two. By 0 n we denote the all-zero vector with n coordinates, that is (0, 0, .
The set of all Boolean functions in n variables, which is the set of mappings from F n 2 to F 2 , is denoted by B n . Especially, the set of affine functions in n variables is given by
, and similarly L n = {a · x : a ∈ F n 2 } ⊂ A n denotes the set of linear functions. It is well-known that any f : F n 2 → F 2 can be uniquely represented by its associated algebraic normal form (ANF) as follows:
where
For an arbitrary function f ∈ B n , the set of its values on F n 2 (the truth table) is defined as
The corresponding (±1)-sequence of f is defined as
The Hamming distance d H between two arbitrary Boolean functions, say f, g ∈ B n , we define by
. The Walsh-Hadamard transform (WHT) of f ∈ B n , and its inverse WHT, at any point ω ∈ F n 2 are defined, respectively, by
The Sylvester-Hadamard matrix of size 2 k × 2 k , is defined recursively as:
The i -th row of H 2 k we denote by H (i) Throughout this paper we use the following definitions related to bent and plateaued functions:
for a Boolean function f * ∈ B n which is also a bent function, called the dual of f .
• Two functions f and g on F n 2 are said to be at bent is called amplitude), where s ≥ 1 if n is odd and s ≥ 2 if n is even (s and n always have the same parity). A class of 1-plateaued functions for n odd, or 2-plateaued for n even, corresponds to so-called semi-bent functions.
• The Walsh support of f ∈ B n is defined as S f = {ω ∈ F n 2 : W f (ω) = 0} and for an s-plateaued function its cardinality is #S f = 2 n−s [1, Proposition 4] .
To specify the dual function as f * : F n−s 2 → F 2 we use the concept of lexicographic ordering. That is, a subset E = {e 0 , . . . , e 2 n−s −1 } ⊂ F n 2 is ordered lexicographically if |e i | < |e i+1 | for any i ∈ [0, 2 n−s − 2], where |e i | = n−1 j =0 e i,n−1− j 2 j denotes the integer representation of e i ∈ F n 2 . Since S f is not ordered in general, we will always represent it as S f = v ⊕ E, where E is lexicographically ordered for some fixed v ∈ S f and e 0 = 0 n . For
For the above example, the identification is given by In this section we define the dual of Boolean functions with 5 values in their spectra, as a natural extension of the concept of dual of plateaued functions (defined in Section II). In addition, using the dual of 5-valued spectra functions we provide an alternative description of [1, Theorem 7] on decomposition of bent functions, which will be used in subsequent sections.
A. On Dual of 5-Valuated Spectra Functions
Let WHT spectra of a function f :
f ⊂ F n 2 we denote the set S
f → F 2 such that the following equality holds:
Clearly, relation (4) extends the definition of dual of a plateaued function, since the functions f * i are regulating the signs of integers c i in the spectra (where S
Also note that the pairs (S [1] f , f * [1] ) and (S [2] f , f * [2] ) uniquely define the function f . Since throughout the paper we will consider functions f for which the sets S
2 and E i = {e
. Clearly, the lexicographically ordered set E i imposes an ordering on S
f with respect to equality ω
j . Using the representation of S
} is ordered lexicographically. In the next subsection we proceed with the analysis of decomposition of bent functions in terms of duals of its restrictions and corresponding Walsh supports.
B. Decomposition of Bent Functions
The decomposition of bent functions on F n 2 , n is even, to affine subspaces a ⊕ V , for some k-dimensional linear subspace V ⊂ F n 2 , was considered in [1] . For a bent function f ∈ B n , the restriction to a ⊕ V is denoted by f a⊕V and it can be viewed as a function from
for lexicographically ordered The 4-decomposition of a bent function f ∈ B n then defines four subfunctions on the four cosets of some (n − 2)-dimensional linear subspace [1] . More precisely, for nonzero a, b ∈ F n 2 with a = b this (n − 2)-dimensional subspace is defined as V = a, b ⊥ , where the dual of a linear subspace,
These are the only possibilities and we strictly have that all the restrictions have the same spectral profile, for instance the restrictions cannot be a mixture of bent and semi-bent functions. The different cases that arise could be related to the second order derivatives (with respect to a and b) of the dual f * of a bent function f [1] .
Before we proceed further, we recall that following result which is actually [11, Lemma 3.1-(ii)].
Lemma III.1. a) The sets S
bent 4-decomposition if and only if it holds that f
By Lemma III.1, we have that {u · v : v ∈ V } corresponds to the truth table of some linear function :
In addition, since Q = {0 n , a, b, a ⊕ b} is a linear subspace, then the sequence {(−1) u·q : q ∈ Q} corresponds to some row of the Sylvester-Hadamard matrix of size 4 × 4, i.e., for some integer
Applying Lemma III.1 once again, when u runs through the whole space F n 2 then r u runs through the whole set {0,
2 } (the latter set being a multi-set). In other words, f is bent if and only if the system
holds for all vectors ϑ ∈ F n−2
) is a sequence of a bent function in two variables, which is equivalent to
iii) In this case 
has been addressed in [8] . Note that the Theorem III.1-(i ) does not require that f 4 = f 1 ⊕ f 2 ⊕ f 3 , and thus the condition f
In the rest of the paper, we focus on construction of 5-valued spectra functions which satisfy the properties of Theorem III.1-(iii).
IV. SPECTRAL CONSTRUCTION OF 5-VALUED SPECTRA FUNCTIONS
The so-called spectral technique of constructing plateaued functions (which include semi-bent functions), which precisely specifies the Walsh support and the signs of the nonzero Walsh coefficients, has been introduced in [11] and later slightly extended in [12] . In this section, we recall this spectral method (used to construct plateaued functions) and extend it to the case of 5-valued spectra functions.
For an arbitrary s-plateaued function f defined on F n 2 let S f ⊂ F n 2 (#S f = 2 n−s ) be its Walsh support ordered as S f = {ω 0 , . . . , ω 2 n−s −1 }. The sequence profile of S f , which is a multi-set of 2 n sequences of length 2 n−s induced by S f , is defined as The following result summarizes the spectral method described in [11, Section 3]. [12, Theorem 3.3] .
In the context of Theorem III.1-(ii) which regards the design of f 1 , . . . , f 4 suitable for a semi-bent 4-decomposition, the Walsh supports S f i are necessarily pairwise disjoint. Nevertheless, Theorem IV.1-(i ) requires that one must ensure that f * i is at bent distance to f i , for any i ∈ [1, 4] . The latter condition is however easily satisfied if the Walsh supports S f i are the cosets of a linear subspace, since in that case the set f i contains only linear/affine functions (due to Lemma III.1). The selection of dual bent functions f * i : (10) is then arbitrary.
In order to extend this approach, thus to design 5-valued spectra function described by Theorem III.1-(iii) in the spectral domain, we further clarify the essence of this approach. Namely, if we want to design an s-plateaued function f ∈ B n with Walsh support S f = v ⊕ E (v ∈ F n 2 , E ⊂ F n 2 , #S f = 2 n−s ), then at arbitrary u ∈ F n 2 (using the inverse WHT) we have:
. Thus, for a given S f the main problem is to specify the dual function f * which specifies the signs of the nonzero Walsh coefficients so that χ f * · χ φ u = ±2 n−s 2 , for all u ∈ F n 2 . In other words, f * and φ u must be at bent distance for any u ∈ F n 2 . If this condition is not satisfied, then f is not a Boolean function.
The spectral design of 5-valued spectra functions essentially relies on some strict properties of the dual functions that need to be fulfilled. Proposition IV.1. Let n be even and specify S [1] 
f = ∅ (#S [1] f + #S [2] f < 2 n ). Assume that the spectra W f is constructed as
where the duals f 
holds for all u ∈ F n 2 (ε u ∈ {0, 1}), where
Proof: For arbitrary u ∈ F n 2 , by the inverse WHT formula (2) we have that
which is equivalent to 2
e., the statement holds.
This result, through equation (13), provides both necessary and sufficient conditions for which W f constructed by means of (12) is 5-valued spectra of a Boolean function. In order to solve equation (13) for unknown pairs (S , 2) , we generalize the notion of non-overlap disjoint spectra property introduced in [19] by adding an additional constraint relevant to our context. [1] f , S [2] f ⊂ F n 2 , with #S
Definition IV.1. For two disjoint sets S
f = 2 λ 1 + 2 λ 2 < 2 n , we say that functions f * [1] : S [1] f → F 2 and f * [2] : S [2] f → F 2 are totally disjoint spectra functions if it holds that
Remark IV.2. Note that the second condition implies the nonexistence of a vector u ∈ F n
2 for which X 1 (u) = X 2 (u) = 0. This prevents from getting a contradiction in (13) since the right side ±2 n 2 in (13) must not be equal to zero. Without this condition the notion of totally disjoint spectra coincides with non-overlap disjoint spectra functions in [19] .
The following result connects the amplitudes and dimensions of the duals f * 1 and f * 2 so that 5-valued spectra functions can be derived from totally disjoint spectra functions. (12) is a spectrum of a 5-valued spectra function f : F n 2 → F 2 if and only if λ 1 + s 1 + 2 = λ 2 + s 2 = n. Proof: We only need to prove that under the given conditions the equation (13) is satisfied for all u ∈ F n 2 . By Lemma III.1, we have that (u ·ω
Proposition IV.2. Let S
) are truth tables of linear/affine functions defined on F λ i 2 . Consequently, the equality in (13) is equivalent to
where {u · ω
2 }. Using the fact that f *
[i] are totally disjoint spectra functions, we have the following:
Note that the totally disjoint spectra property for plateaued functions f *
[i] means that either ϑ u belongs to the Walsh support S f * [1] and θ u does not belong to S f * [2] , or vice versa (due to the second property of Definition IV.1). Now, the equality (14) holds if and only if λ 1 +s 1 +2 = λ 2 +s 2 = n holds, and thus a function f : F n 2 → F 2 obtained from the constructed spectrum (applying inverse WHT) is a 5-valued spectra function.
The following example illustrates the possibility of specifying totally disjoint spectra functions.
2 be linear subspaces given as
Also, for v 1 = 0 6 and v 2 = (1, 0, 0, 1, 0, 0), let S [1] f = E 1 and S [2] 
on lexicographically ordered sets E i using
In other words, the values of f
j ) (e j ∈ E 2 ) we define as 1, 0, 1, 0, 1, 1, 0, 0, 1, 0, 1, 0, 1, 1, 0,   0, 1, 0, 1, 0, 1, 1, 0, 1, 0, 1, 0, 1, 0, 0, 1) .
It can be easily verified that f * [1] and f * [2] are totally disjoint spectra functions. More precisely, both being 1-plateaued functions on corresponding domains, we have that
. The spectra of f : F 6 2 → F 2 , whose Walsh supports are S [i] f and duals f * [i] , is given as (using (12) By applying the inverse WHT to W f one recovers the ANF of f :
A. Specifying Totally Disjoint Spectra Functions
The design of totally disjoint spectra plateaued functions is apparently a harder task than constructing regular disjoint spectra functions (using Theorem IV.1 for instance), due to the facts that f * 
We construct the spectra of f ∈ B n as follows:
Then W f is the spectra of a Boolean function f ∈ B n . Let now
Then f 1 and f 2 are totally disjoint spectra functions.
Proof: Let x ∈ F k 2 and y ∈ F m 2 . For any (α, β) ∈ F n 2 , by the inverse WHT formula, we have
Note that H ∪ H = F m 2 and H ∩ H = ∅. We always have
and
since the restrictions of h to H and H are disjoint spectra semi-bent functions in m − 1 variables [2, Theorem V.3]. Consequently, this implies
n always holds. This proves f is a Boolean function. By (16) and (17), f 1 and f 2 are obviously totally disjoint spectra functions.
Remark IV.3. When k = 2, this construction satisfies the equation (13) can be fixed in advance.
V. ANF-CONSTRUCTIONS OF 5-VALUED SPECTRA FUNCTIONS
In this section we mainly employ the so-called composite form (CF)-representation [11] of Boolean functions for the purpose of deriving secondary constructions of 5-valued spectra functions satisfying the conditions imposed by Theorem III.1-(iii).
Let f : F n 2 → F 2 be an arbitrary Boolean function given in the C F-representation as
We mainly consider plateaued forms due to the fact that their spectral constructions is essentially given by Theorem IV.1. In particular, if f is an s-plateaued function in k variables it implies that W f in (18) can be written as
A. Secondary Constructions Using Disjoint Variable Spaces
We follow the notation from [11] and represent the Walsh support S f of a plateaued function f : F k 2 → F 2 as S f = , where is the set of the first t (< k) coordinates of vectors ω ∈ S f ⊆ F k 2 and is the set of the remaining m = k − t coordinates of ω. More precisely, an arbitrary
Additionally, assuming that is not a multi-set, for an arbitrary vector ω ∈ S f = written as ω = (δ, θ ), by ϑ ω : → we denote the function which maps θ to δ, hence ϑ ω (θ ) = δ (or simply ϑ(θ) = δ if it is clear that (δ, θ ) ∈ S f ). Now we slightly extend [11, Lemma 4 .1] and recall Theorem 4.2-(iii) given in [11] which is important for our main goal. (H (x, y) ), where the Walsh support of f :
Then, for any
Remark V. h 1 (x), . . . , h s (x), y) , where The following result is a straightforward analysis when a vectorial function H : y 1 , y 2 ) , which corresponds to the case when t = s = 3 and m = 2. 
, then by Lemma V.1 and Remark V.1 the WHT of f at arbitrary (u, v) ∈ F r 2 × F 2 2 is given as:
Under the given conditions the statement easily follows. This method can be efficiently employed to provide 5-valued spectra functions on F n 2 which can be used to define the restrictions of a bent function on F n+2 2 in terms of the 4-bent decomposition, cf. Theorem III.1-(iii). 
Using the notation of Theorem III.1, we have that S [2] f i = F r 2 ×{(0, 0), (1, 1)}, and thus the dual f * [2] ,i : S 1, 1 )} for which it holds that (δ, v) ∈ S f (and the vector ϑ(v) is unique due to the structure of S f = ({1} × F 2 2 ) F 2 2 ). Since for a fixed vector v we have that f
,4 = 1 holds, which is the second condition of Theorem III.1-(iii).
Using the fact that a i ⊕ g i is semi-bent, we have that Since n = r + 2, we clearly have that f is 5-valued spectra function with W f (u, v) ∈ {0, ±2 Since S h 4,i and S h 4, j are pairwise disjoint for i = j , then apparently S [1] (1,s+t) )⊕ω (s+t+1,n) )·X (s+t+1,n) .
Furthermore, we have ω (s+1,n) ) both exist, and there also exist a ω (s+1,n) such that S 1 (ω) · S 2 (ω) = 0. This implies that S 1 (ω) + S 2 (ω) ∈ {0, ±2 n−s , ±2 n−s+1 }.
Whereas throughout this paper we were mainly concerned with design methods (in spectral or ANF domain), some additional properties of the constructed functions have not been discussed. However, the above method (stemming from the GMM design method for resilient functions) intrinsically embeds a certain order of resiliency into the designed functions. Denoting by m 0 = min{wt (α) | α ∈ T 0 } and m 1 = min{wt (β) | β ∈ T 1 } one can easily verify that f is an m-resilient functions, where m = min{m 0 , m 1 } [20] . When n is odd and s = n/2 = (n −1)/2, this design yields functions with cryptographically interesting spectra (when t = 1) of the form W f (ω) ∈ {0, ±2 n−1 2 , ±2 n+1 2 }. Thus, resilient Boolean functions with high nonlinearity can be generated using this approach even though the GMM class in general attains higher nonlinearities.
VI. CONCLUSIONS
In this paper we have provided both spectral and ANF design of 5-valued spectra functions which are of significant theoretical and practical interest. Apart from providing an interest class of Boolean functions with applications in cryptography, these functions may also be used to construct bent functions on F n 2 (by concatenating four suitable 5-valued spectra functions) and furthermore the Walsh spectra of Dillon's APN permutations on F 2 are 5-valued which may encourage for further analysis in this direction using the proposed generic methods. The question regarding affine equivalence of the designed classes has not been considered here but we believe that this issue is an interesting research topic.
